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* BRING COMMUNITY TOGETHER THROUGH INTERACTIVITY 

* CREATE GAME TO ENCOMPASS THE DEFCON EXPERIENCE 

* SIMPLE DESIGN THAT COULD BE EXPANDED DURING/AFTER DEFCON 

* INTERACTIVE, COMMAND-BASED MENU FOR ADDITIONAL EXPLORATION 


GAMEPLAY 


COMPLETE TASKS, GET REWARDED 

* 4 ROOTS AND 4 BRANCHES, EACH WITH 4 LEDS 

* WHEN TASK 15 COMPLETE, BADGE INSERTED INTO PROGRAMMER TO 
UNLOCK LED 

e WHEN EACH ROOT IS COMPLETE, MAGIC HAPPENS 

* WHEN ALL ROOTS ARE COMPLETE, MORE MAGIC HAPPENS 


EARLY CONCEPTS 


Board shape can be whatever you want 
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FLEXIBLE PRINTED CIRCUIT (ERG) 


RECOMMENDED CABLE (FPC) NO. OF CONDUCTORS 
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0.45 MAX. 


White Stackup 
Finished FPC:0. 23+/-0. 03MM 
Finished stiffener:0. 33+/-0. 05MM 
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INSERTION INSPECTION MARK 


PT. NO. DISCRIPTION MATERIAL 


THICKNESS (Jm) . 
1 BASE FILM POLYIMIDE OR POLYESTER OR EQUIVALENT 25 Base сорр ef. 18 um 
2 | CONDUCTOR COPPER FOIL(PLATING : SOLDER tym MIN.) | | = 35 Finished copper: 35um+/-5UM 
3 OVERLAY POLYIMIDE OR POLYESTER OR EQUIVALENT — си 
4 | SUPPORTING TAPE | POLYESTER OR POLYIMIDE OR EQUIVALENT 188 F 1Π1 she d ho 1 e copper. 1 8-2 9 um 


FLEXIBLE PRINTED ממ‎ ЕД 


1. GND 7. SCL 
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Programmed w/ FT PROG 
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Programmed w/ FT_PROG 
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FILE DEVICES HELP 
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Template: DEFCON_China_Badge > 
=> FT EEPROM 
$ Chip Details 
» USB Device Descriptor 
=> USB Config Descriptor 
» USB String Descriptors 
ל-‎ Hardware Specific 
VCC €» Device: 0 [Loc ID:0x121] 
VBATT ? 
* Chip Details 
=> Type 
» USB Device Descriptor 
=> VID PID 
=> idVendor 
=) idProduct 
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USB / battery switch 
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» USB Config Descriptor 


» USB String Descriptors 
> Hardware Specific 
% USB Suspend VBus 
= RS485 Echo Suppress 


Chip Type 

Vendor ID: 
Product ID 
Product Desc: 
Serial Number 
Manufacturer Desc 
Location ID 
EEPROM Type 


FT EEPROM 


‘FTX Series’ 

0x0403 

0x6015 

"DEF CON China 1.0 
DC308P7V 

"Grand Idea Studio’ 
0x121 

FT X-Series MTP 
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LED MATRIX 
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° ST MICROELECTRONICS LISSDH 
e 3-AXIS DIGITAL OUTPUT (120/SPI) 
e +/- 2, 4, 6, 166 RANGE 
* INTERRUPT ON MOTION OR FREE FALL 
* USED TO PRESERVE BATTERY LIFE 
* SLEEP MODE @ 10 SECONDS OF INACTIVITY 
* RAW VALUES AVAILABLE THROUGH 
INTERACTIVE MODE 


BILL-OF-MATERIALS 


D1, D9, D17, D25 
D2, D10, D18, D26 


D3, D4, D11, D12, D19, D20, 
D27, D28 


D5, D6, D7, D8, D13, D14, 
D15, D16, D21, D22, D23, 
D24, D29, D30, D31, D32 

1 


R1, R3, R5, R6, R8, R9, R10, 
R15 
R2, R4 


R11, R12, R13, R14 
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Electronic Interconnect__ |DCN1.0 PCB Fabrication, Assembly, Test 
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* ARDUINO 
e OPEN SOURCE PLATFORM BASED ON EASY-TO-USE RW/SW/FW 
* WORLDWIDE COMMUNITY OF USERS/CONTRIBUTORS 
* 90% OF FLASH (27.6KB), 43% OF RAM (887 BYTES) 
• LOOP 
* SET POWER STATE (BATTERY, USB, USB CHARGER) 
* CHECK FOR/PROCESS INTERACTIVE MODE 
* CHECK FOR/PROCESS FPC COMMUNICATION 
• UPDATE LEDS 
* SLEEP UNTIL ACCELEROMETER INTERRUPT 
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• THIRD-PARTY LIBRARIES TO ADD FUNCTIONALITY TO ARDUINO 
* ESSENTIAL FOR RAPID DEVELOPMENT 
* SOME CODE MODIFIGATIONS REQUIRED DURING BADGE INTEGRATION 


• LOW POWER 
° https://github.com/rocketscream/Low-Power 
e ADAFRUIT_LISSDH (ACCELEROMETER) 
° https://github.com/adafruit/Adafruit_LIS3DH 


e ADAFRUIT_ SENSOR (SENSOR ABSTRACTION LAYER) 
e https://github.com/adafruit/Adafruit_Sensor 


1120 


• LED MATRIX CINDIVIDUALLY ADDRESSABLE, DIMMABLE, SHIFT REGISTER) 
e https://github.com/marcmerlin/LED-Matrix 


* ADAFRUIT-GFX-LIBRARY (CORE GRAPHICS PRIMITIVES) 
e https://github.com/adafruit/Adafruit-GFX- 
Library 
• 0102 (FAST DIGITAL 1/0) 
* www.codeproject.com/Articles/732646/Fast- 
digital-I-Ü0-for-Arduino 
* TIMERONE (ENHANCED TIMER, PERIODIC INTERRUPTS) 
* https://github.com/PaulStoffregen/TimerÜne 


CODE ШЕР 


° LED MATRIX 
• ADD #DEFINE SWAPO TO .CPP TO PREVENT COMPILING ERROR 
* REMOVE #DEFINES FOR 0102 PINMODE AND DIGITALWRITE 
* CONFLICTED WITH THE REST OF BADGE CODE 
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NUMBERS 


* HUMAN (ATTENDEE), BLACK SILKSCREEN: 2,784 
* GOON, RED: 156 

* SPEAKER, BLUE: 90 
° VILLAGE, BLUE: 90 

* SPONSOR, GREY: 120 
* PRESS, GREEN: 100 


BATTERY LIFE 


287 TRUE RMS MULTIMETER 


FPG BREAKOUT BOARD 
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SDA 

ἫΝ. SCL 


IL = 


SAO Interface 
https://hackaday.io/project/52950-shitty-add-ons 
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PROGRAMMING SHELO 


1001100310 


РІ Status Indicator = 


SSQ-106-03-G-S SSQ-110-03-G-S 
ADO - 1 ADO LEDR SCL E 
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Mates to FCI 67997-204HLF (Male) 
or TE 5-534206-2 (Female) 


VCCA <= VCCB 
VCCA range: 1.2V to 3.6V 
VCCB range: 1.7V to 5.5V 
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RESUURUES 


* DESIGN DOCUMENTATION, CODE, ETC. 


° www.grandideastudio.com/portfolio/defcon- 
china-2019-badge 


ENJOY THE CONFERENCE! 
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